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onReceive(intent)�{
READ_SMS(intent);

}

Intent

action�:�
SMS_RECEIVED
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Malware

onReceive(intent)�{
if�(msg�==�“LEAK”)�
DO_MALICIOUS();

}

Intent

action�:�
SMS_RECEIVED

extras�:�
{“msg”,�“LEAK”}“LEAK”}

“LEAK”)
DO_MALICIOUS();
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onReceive(intent)�{
if�(msg�==�“LEAK”)�
DO_MALICIOUS();

}

Intent

action�:�
SMS_RECEIVED

extras�:�
{“msg”,�“LEAK”}“LEAK”}

“LEAK”)
DO_MALICIOUS();

76.2%�of�malware�leverage�Intent

0 10 20 30 40 50 60 70 80 90

Malicious�Behavior�Trigger�Conditions�[1]

Intent�Event

Foreground�Event

Scheduling�Event

[1] : Rotten Apples Spoil the Bunch: An Anatomy of Google Play Malware (ICSE’22)
* Excluded foreground events triggered by app launch
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Bug�report.APK

Intent
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Corpus

Intent
Sending

Instrument
Feedback

What happens if the target application
uses hardening techniques?�
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Packer 22 94
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However,�existing�Intent�fuzzers do�not�
consider�hardening�techniques�
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onReceive(intent)�{
if�(msg�==�“LEAK”)�
DO_MALICIOUS();

}

Obfuscation

onReceive(intent)�{
LibApplication.i(12);

}

Intent
Generation
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Challenge�#2:�Coverage�Feedback�Generation

Intent
Sending

Instrument

Intent
Generation

Hardened
App

Hardened
.APK

Valid�Intent
Generation
Failed

Application
Code

Hidden
Code

onReceive(intent)�{
if�(msg�==�“LEAK”)�
DO_MALICIOUS();

}

DexLoader(Hidden.so);
loadClass();
invoke(”onReceive");

Instrument

Dynamic
Loading
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Instrumentation
Failed

Valid�Intent
Generation
Failed

Scheduling

onReceive(intent)�{
String�DeviceID;
AlarmManager.set(
24Hours,
DO_MALICIOUS(DeviceID)

);
}

Bug�Report

Trigger�Malicious�
Behavior�

24�Hours�Later
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Instrumentation
Failed

Valid�Intent
Generation
Failed

onReceive(intent)�{
String�DeviceID;
AlarmManager.set(
24Hours,
DO_MALICIOUS(DeviceID)

);
}

DO_MALICIOUS(ID)�{
Log.d(ID);�//�Sink�point

} Bug�Report

Information�Leak

DeviceID)

Log.d(ID);

DeviceID;
ID)

LibApplication.i(12);

Value
Tracking

Obfuscation
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Instrumentation
Failed

Valid�Intent
Generation
Failed

Miss�bugs�triggered�under�scheduling,�or�fail�to�detect�triggered�bug

Bug�reportBug�Report
Failed
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Recovering Java Object Layout
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is stored�in

Recover�82.8%�of�
Java�object�layout�

Information�
extraction�success

DEX code AOT-compiled
binary

Source code
1. public int size() {
2.    return size; 
3. }

size;
1. iget v0, v1, Int;

ArrayList.size
2. return v0

1. ldr w0, [x1, #16]
2. ret

ArrayList.size [x1, #16]

Raw�bytes

Register x1
ArrayList.size [x1, #16]



Valid Intent Generator
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action : “SMS”
extras : {“msg”: “LEAK”}Intent

1. private void onReceive( Intent intent ) {
2.     String payload = intent.getStringExtra(“msg”);
3.     if ( payload != null ) {
4.         if (payload.contains(“LEAK”) {
5.             Call_Malicious(intent);    // Goal
6.    }}}

Key-Value�feedback�
is�needed

Intent�validation�
code�are�stored�in�
application�

Call_Malicious(intent);
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1. private void onReceive( Intent intent ) {
2.     String payload = intent.getStringExtra(“msg”);
3.     if ( payload != null ) {
4.         if (payload.contains(“LEAK”) {
5.             Call_Malicious(); 
6.    }}}

Key
Feedback

Value
Feedback

Cover�93.5%�
extras�values

Generate
valid�Intent

“msg”

“LEAK”

“msg”

“LEAK”

“LEAK” “msg”
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Selective�coverage�
feedback�is�needed

Noisy�coverage
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Filter�out�
noisy�event,�
focus�on�only�
Intent-related�

event

Reserved
GUI�Event

Intent
Event

Background
Event

Start Tracing End TracingSend Intent

Activity
Service
Broadcast

Selective
Coverage
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:�Android�Hardened�Application�Fuzz

Bug�
Detection�
Enhancer

Time : 6 Hour

Time : 1 Min
Scheduling Bug Detection

- Device ID
- Network
- Debug info



Malware

Triggering Scheduling Event

30

onReceive(intent)�{
AlarmManager.set(
24Hours,
DO_MALICIOUS()

);
}

onReceive(intent)�{
AlarmManager.set(
24Hours,
DO_MALICIOUS()

);
}

Trigger�Malicious�
Behavior�

24�Hours�Later

Trigger�Malicious�
Behavior�

1�Minute�Later

1Minute

eBPF

Hooking
Scheduling�API



Detecting Information Leak
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onReceive(intent)�{
int�ID�=�getNetworkID();
String�Info�=�ID.toString();
Log.d(Info);

}

Application
Code

onReceive(intent)�{
LibApplication.i(12);

}

Obfuscation

Taint : Cid, Str

Framework
Code

int getCid() {
...     return Cid 
} 

String toString( int ){
...     return Str
} 

void write( String ) {
…     // Sink
} 

Source Propagation Sink

Taint : Cid, StrTaint : Cid

Output Input

eBPF

Leak 
detectedInput & Output
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Effectiveness of Intent Fuzzing
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Trigger�92.3%
more�Intent�events
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Trigger�23.9%
more�method

10.1%a 12.7%a 21.5%a 23.9%a
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https://github.com/S2-Lab/AHA-fuzz/

